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A big part of cybersecurity research is…
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A big part of cybersecurity research is…
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• 2D + audio 

• Senses 

• vision 

• hearing 

• Non immersive
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• 3D + audio + 
haptics 

• Senses 

• vision 

• hearing 

• touch 

• Immersive
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Usage of VR so far regarding Security?

• Mostly Training.
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VR-based Security Operation Center
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Remote Management 
Situational Awareness 
Collaboration



A
I 

c
a

n
 s

u
p

p
o

rt
 M

R
-b

a
se

d
 C

yb
e

rs
e

c
u

ri
ty

9Marc-Oliver Pahl | cyberCNI.fr
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• Delcombel, Nicolas; Kabil, Alexandre; Duval, Thierry; Pahl, Marc-Oliver, CyberCopter: a 3D helical visualisation for periodic signals of 
cyber attacks Workshop 2021.


• Kabil, Alexandre; Duval, Thierry; Pahl, Marc-Oliver, Training and Data Analysis use cases for Cybersecurity through Mixed Reality 
Applications Workshop 2021.


• Kabil, Alexandre; Duval, Thierry; Cuppens, Nora, Alert characterization by non-expert users in a cybersecurity virtual environment: A 
usability study Inproceedings, In: Lecture Notes in Computer Science, pp. 82–101, 2020, ISSN: 16113349.


• Pahl, Marc-Oliver; Kabil, Alexandre; Bourget, Edwin; Gay, Matthieu; Brun, Paul-Emmanuel, A Mixed-Interaction Critical Infrastructure 

Honeypot Journal Article, In: European Cyber Week CAESAR, 2020, Rennes, France, 2020.


• Kabil, Alexandre; Duval, Thierry; Cuppens, Nora; Comte, Gerard Le; Halgand, Yoran; Ponchel, Christophe, Why should we use 3D 

Collaborative Virtual Environments for Cyber Security? Journal Article, In: 2018 IEEE 4th VR International Workshop on 3D 
Collaborative Virtual Environments, 3DCVE 2018, pp. 3–5, 2019, ISBN: 9781538651322.


• Kabil, Alexandre; Duval, Thierry; Cuppens, Nora; Comte, Gérard Le; Halgand, Yoran; Ponchel, Christophe, 3D CyberCOP: a 
Collaborative Platform for Cybersecurity Data Analysis and Training 3D Cy-berCOP: a Collaborative Platform for Cybersecurity 3D 
CyberCOP: a Collaborative Platform for Cybersecurity Data Analysis and Training Technical Report 2018.


• Kabil, Alexandre; Duval, Thierry; Cuppens, Nora; Comte, Gérard Le; Halgand, Yoran; Ponchel, Christophe, From Cyber Security Activities 

to Collaborative Virtual Environments Practices Through the 3D CyberCOP Platform Inproceedings, In: Ganapathy, Vinod; Jaeger, 
Trent; Shyamasundar, R K (Ed.): Information Systems Security - 14th International Conference, ICISS 2018, Bangalore, India, December 
17-19, 2018, Proceedings, pp. 272–287, Springer, 2018.


• Kabil, Alexandre; Kabil, Alexandre; Collaborative, Cybercop Visualisation; Atlantique, I M T; Kabil, Alexandre, CyberCOP3D : 
Visualisation Collaborative et Immersive pour la cybersécurité To cite this version : HAL Id : hal-01577868 CyberCOP3D : Visualisation 
Collaborative et Immersive pour la cybersécurité Immersive Collaborative Visualization for Cyber Sécurity Journal Article, In: 2017.
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Research Questions
• Goals: Improve / enable new forms of 

• Security Awareness 

• Risk Analysis 

• Means: 

• VR visualization with sound and haptic feedback as well as 
collaboration. 

• What visual representations facilitate / enable new forms of reaching the 
above goals?
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Research Questions
• What visual representations facilitate / 

enable new forms of reaching the above 
goals? 

• Visualizations 

• Non-realistic -> PhD Nicolas 
Delcombel 

• Realistic -> PhD thesis Anthony David 

• How to use sound most efficiently? 

• How to use haptics best?

12

• How to interact with the interface most 
intuitively? 

• How to enable communication 
between people with different 
knowledge? 

• How to enable efficient (distant) 
collaboration? 

• … 

• How to secure the new (remote) 
interface?
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Mitigation

Human-Machine IFace
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Work with Thierry Duval, Nicolas Delcombel, 
Alexandre Kabil, Anthony David and indirectly all 

other people at the chair.


