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A big part of cybersecurity research is...




A big part of cybersecurity research is...
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e 2D + audio

e Senses
* VISION
* hearing

e Non immersive
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e 3D + audio
haptics

* e Senses

* VISION
* nearing
e touch

e |mmersive



Usage of VR so far regarding Security”

* Mostly Training.
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VR-based Security Operation Center
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- Remote Management
- Situational Awareness
- Collaboration
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MR can help explaining Al

Sensor | Vision

« Process Data Knowledge ! ]

Al can support MR-based Cybersecurity




- Delcombel, Nicolas; Kabil, Alexandre; Duval, Thierry; Pahl, Marc-Oliver, CyberCopter: a 3D helical visualisation for periodic signals of
cyber attacks Workshop 2021.

-+ Kabil, Alexandre; Duval, Thierry; Pahl, Marc-QOliver, Training and Data Analysis use cases for Cybersecurity through Mixed Reality
Applications Workshop 2021.

- Kabil, Alexandre; Duval, Thierry; Cuppens, Nora, Alert characterization by non-expert users in a cybersecurity virtual environment: A
usability study Inproceedings, In: Lecture Notes in Computer Science, pp. 82-101, 2020, ISSN: 161133409.

- Pahl, Marc-Oliver; Kabil, Alexandre; Bourget, Edwin; Gay, Matthieu; Brun, Paul-Emmanuel, A Mixed-Interaction Critical Infrastructure
Honeypot Journal Article, In: European Cyber Week CAESAR, 2020, Rennes, France, 2020.

- Kabil, Alexandre; Duval, Thierry; Cuppens, Nora; Comte, Gerard Le; Halgand, Yoran; Ponchel, Christophe, Why should we use 3D
Collaborative Virtual Environments for Cyber Security? Journal Article, In: 2018 IEEE 4th VR International Workshop on 3D
Collaborative Virtual Environments, 3DCVE 2018, pp. 3-5, 2019, ISBN: 9781538651322.

- Kabil, Alexandre; Duval, Thierry; Cuppens, Nora; Comte, Gérard Le; Halgand, Yoran; Ponchel, Christophe, 3D CyberCOP: a
Collaborative Platform for Cybersecurity Data Analysis and Training 3D Cy-berCOP: a Collaborative Platform for Cybersecurity 3D
CyberCOP: a Collaborative Platform for Cybersecurity Data Analysis and Training Technical Report 2018.

- Kabil, Alexandre; Duval, Thierry; Cuppens, Nora; Comte, Gérard Le; Halgand, Yoran; Ponchel, Christophe, From Cyber Security Activities
to Collaborative Virtual Environments Practices Through the 3D CyberCOP Platform Inproceedings, In: Ganapathy, Vinod; Jaeger,
Trent; Shyamasundar, R K (Ed.): Information Systems Security - 14th International Conference, ICISS 2018, Bangalore, India, December
17-19, 2018, Proceedings, pp. 272-287, Springer, 2018.

- Kabil, Alexandre; Kabil, Alexandre; Collaborative, Cybercop Visualisation; Atlantique, | M T, Kabil, Alexandre, CyberCOP3D :
Visualisation Collaborative et Immersive pour la cybersécurité To cite this version : HAL Id : hal-01577868 CyberCOP3D : Visualisation
Collaborative et Immersive pour la cybersécurité Immersive Collaborative Visualization for Cyber Sécurity Journal Article, In: 2017.
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Research Questions

* (Goals: Improve / enable new forms of
o Security Awareness
* Risk Analysis

* Means:

* VR visualization with sound and haptic feedback as well as
collaboration.

* \WWhat visual representations facilitate / enable new forms of reaching the
above goals”
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Research Questions

« What visual representations facilitate /
enable new forms of reaching the above

goals?

e \Visualizations

e Non-realistic -> PhD Nicolas
Delcombe

e Realistic -> PhD thesis Anthony
 How to use sound most efficiently??

 How to use haptics best?

David

How to Interact with the
Intuitively?

How to enable communi

iNnterface most

cation

between people with dif
knowledge?

erent

How to enable efficient (distant)

collaboration?

How to secure the new (
interface”

remote)
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Human-Machine IFace

Mitigation

Anomaly Detection

Security-by-design

< ' aco
TELECOM TELECOM
. Paris SudParis
IMT Atlantique

m a1

Eools Mies Teécom =B i |
AIRBUS AAMOSSYS i BNRPARIBAS
\ e
@ cyberCNI.fr/ <'TeDF NIOKIA Bell Labs

POLE D’EXCELLENCE

CYB=R

DMINETH FURCRS \ Y4
CCCCCC

CYB=RCNI

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee




»

AT
. Pt »\ 9
< | !
\h
|
~



.4 i)

TELECOM
SudParis

. %
Wt LD ~ et D TIICDY e et iy et RNy EED @
WO~ OO ¢ W e — AL, el

o E D e B TR = el

oo~ 3 lii"’
.lls.. sty B IRy £ O~ BT RIS

La banque d’'un monde qui change

w2
F BNP PARIBAS

=R

POLE D’EXCELLENCE

-

IMT Atlantique
Bretagne-Pays de |

AIRBUS AAMOSSYS

eDF NIOKIA Bell Labs BNy

N N
S
s ‘.\
M ¢ .
A \
8 -
L
I E ' ‘
A ¥
. N
4

7/

cd

Oliver Pahl. IMT Atlantigf
31.3.2022

parlar

arc

\ )

{HIE
;
(

FQ

{3

—tth G SEOERERE U i B DO VAT  —OONEs Y NEC e
‘!Iv'.‘ G O g B -

- AL L P PTG o e A S SETIEK ——— e T




Prof. Dr. Marc-Oliver Pahl
&) Chair Cybersecurity for Critical Networked Infrastructures (Cyber CNI)
0 IMT Atlantigue, Rennes, France, pahl@cyberCNI.fr

Cybersécurité collaborative
renforcée par la réalité virtuelle
pour les Infrastructures critigues

Marc-Oliver Pahl, IMT Atlantique
31.3.2022

Work with Thierry Duval, Nicolas Delcombel,
Alexandre Kabil, Anthony David and indirectly all
other people at the chalr.
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