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Botnets exploit IoT vulnerabilities
In fall 2016, Mirai successively target Krebs on 

Security (620 Gbits/s), OVH (1 Tbit/s) and Dyn 
(~100,000 devices)

►IoT malware thrive on poorly secureddevices: 
weak credentials, backdoors, lack of updates

►IoT devices are proliferating: 41.6B by 2025

►Securing them all is an illusion (esp. proprietary
software stacks)

PREAMBLE

IoT Network Security
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IoT devices expose CoAP service
Since June 2020, Shadowserver publishes daily

CoAP scan reports

►Scan consists in sending a CoAP GET request for 
/.well-known/core to port UDP/5683 on all 

routable IPv4 addresses

►CoAP is prone to DDoS amplification (RDDoS) with
a factor 34. CoAP implementations also suffer from

known software vulnerabilities leading to RCE.

►464k devices responded. Top respondents (in red) 
account for nearly 93% of the exposed instance.

MOTIVATION

Exposed IoT devices on the Internet
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Datasheet
CEF Telecom – Public Open Data (CEF-TC-

2018-5 call)

►Start: 07.2019

►End: 10.2022
►Funding agency: HaDEA

►PIB, NASK (PL, coordinator)
►Shadowserver (NL)

►CIRCL, SMILE (LU)
►Télécom SudParis, IMT (FR)

►MGEP, Mondragon Unibertsitatea (ES)

Objectives

►Create a DB covering IoT vulnerabilities
and exploits

►Improve IoT-relateddata collection through

large-scalescanning
►Create a DB of heterogeneous information 

related to IoT (IoCs, events, malware, etc.)
►Create datasets of both legitimate and 

malicious IoT trafic

►Create mechanisms of active monitoring
and harnessingof IoT device information 

about new types of threats
►Create interfaces to share data (EDP, MISP, 

Shadowserver)

VARIOT

Vulnerability and Attack Repository for IoT
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VARIOT

IoT Devices Testbed
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VARIOT

IoT Traffic Dataset
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IoT devices perform specific tasks

►Legacymonitoring systems are not expected to 
cope with the increasing IoT traffic volume

►Contrary to general-purpose IT systems, IoT 
devices performvery specific tasks

►We use neural networks to learn legitimate IoT 
traffic behaviours:

■ autoencoders reconstruct their inputs efficiently
■ one autoencoder is trained per device

ANOMALY DETECTION

IoT Devices Legitimate Behaviour
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Tests on bidirectional TCP flows

►We focusedon TCP flows of varying length N

►Training performedwith 5-fold cross-validation

►With a modest subset of our dataset, results seem

promising but:
■ Performance is likely to degrade with the number

of devices

■ Software updates incur retraining
■ A malware may learn to mimicsuch simple 

features

ANOMALY DETECTION

Evaluation
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Evaluating security measures
In particular, intrusion detectionsystems (IDS)

►Prior collaboration with DGA-MI on the topic 
of evaluation testbeds

►NIST's referenceon IDS evaluation:
■ Anomaly-based IDS require normal traffic

■ Testing using normal traffic:
● Replaying real traffic (sensitive, 

unsound)

● Replaying sanitized traffic (tedious,
unsound)

● Generating traffic on a testbed (costly, 
not scalable)

Synthetic traffic generation
Objective-driven generationof datasets

►Proof-of-concept by Ring et al. using a 
Generative Adversarial Network (GAN)

►Could be used for different evaluations:
■ Stress testing (data augmentation)

■ Adversarial testing
■ Evasion (Rigaki and Garcia)
■ Boundaries

►Our objective was to evade AI-based

anomalydetectors trained for smart IoT 
devices (e.g., voice assistants)

(IOT) NETWORK TRAFFIC GENERATION

Motivation
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Imitating an IoT device
We used a GAN to generate similar packet features

►GANs are not successful at generating sequence of 
categorical data

►Inspired from text generation by Donahue et 
Rumshisky:

■ an autoencoder (AE) is trained to learn
sequences of packet sizes (constructinga space
of latent representations)

■ a WassersteinGAN (WGAN) is trained on the 
resulting latent space

■ at generation time, the GAN produces latent 
vectors, decoded into realistic sequences of 
packet sizes corresponding to bidirectional flows

IOT NETWORK TRAFFIC GENERATION

Generation of Sequences of Packet Sizes
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Synthetic samples less anomalous

than real samples

►Compared differentarchitectures with some
VARIoTdatasets (WGAN-GP, WGAN-C, VAE) 
using Earth mover's distance (EMD)

►Trained 3 anomaly detectors (OC-SVM, IF, EE) and 
tested against mixed traffic (0.9 < recall < 0.95)

■ Real voice assistant traffic
■ Compromised IoT traffic (IoTPot)

►Tested against synthetic samples only

■ Evasive samples are better accepted than real 
samples due to legitimate outliers

IOT NETWORK TRAFFIC GENERATION

Evaluation of Similarity and Evasion
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Mimicry of a voice assistant

►Although smarter than most devices, we
were limited in the volume of interactions

►Extending the problem space requires

additional (re)training
►Not flexible with respect to bidirectional flow 

ordering/alternation
►Limited use case

■ exfiltration scenario (Rigaki and Garcia)

■ but could be applied to other compromised
IoT scenarios such as botnet

►Limited applicability: feature-space attack but 
could be used for traffic morphing (Wright et 
al.)

Feature- vs problem-space

►Features vectors ≠ traffic
►The inverse mapping problem (from feature

vector to sample) is not invertible and not 

differentiable (Pierazzi and Pendlebury)
■ synthetic traffic may not preserve original 

traffic semantics
● malware becomes goodware for real

■ still, we can use the resulting feature

vectors as input to a traffic generator
● see traffic generation demonstration

(IOT) NETWORK TRAFFIC GENERATION

Limitations
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Step 1: pcap generation

►Extract flow profiles from VARIoTpcap
samples
■ packet size (min, max, mean, std)

■ IAT (min, max, mean, std)
►Compute β-distribution from the features and 

randomly sample values from it (500 packets)
►Generate pcap file using scapy

Step 2: network replay

►Emulate network topology in ContainerNet (2 
hosts & 2 switches and link delay of 100ms)

►Collect traces using tcpdump

►Replay pcap using tcpreplay

(IOT) NETWORK TRAFFIC GENERATION

Demonstration

Step 3: trace analysis

►Parse pcap file using tshark to extract the 
retained flow features (packet size, IAT)

►Compare extracted features with source 

profile
►Display the IAT distribution
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Scope

►57 papers from 2017, 11 datasets
►Security (fingerprinting, scanning) and non-

security (QoS, management) papers

►Taxonomical analysis
►Submitted to JNCA (Elsevier)

Insights

►Proposed taxonomy: data processing (from
datasets to applications)

►3 classification levels (category, type, 

instance)
►3 stream definitions (pair of hosts, numberof 

packets, time window)
►Local traffic capture favored over external
►Datasets oftenunbalanced, unlabeled, lack

diversity, age quickly
►No scalable feature extraction requirements

►Future avenues: scalability, transferability, 
industrialization

IOT DEVICE CLASSIFICATIONUSING ML-BASEDTRAFFIC ANALYSIS

Survey
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VARIoT

►Run several traffic generation platforms (in 
Evry and Palaiseau)

►Collect radio-level communications (internal

traffic)
►Generate malicious traffic (compromised IoT 

devices emulation)
■ Collaboration with MGEP

GRIFIN

►ANR PRC project
►Continues exploiting VARIoT testbed
►Extends IoT testbed to emulate other IoT 

scenarios (e.g., IIoT, 5G)
►One Ph.D student working on distributed, 

adaptive anomaly detectionand anomaly
detectionevaluation

►One vacant Ph.D position on Cognitive and 

Programmable Response(vacant internship)
■ more info at: https://anr-grifin.telecom-

sudparis.eu/page/internships/

PERSPECTIVES

Future Projects
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Figures

► G. Kambourakis et al.: The Mirai Botnet and the IoT Zombie 

Armies. In MILCOM'17. IEEE. 

► Shadowserver: Accessible CoAP Report – Exposed Constrained

Application Protocol Service on the Internet. 2020. 

URL: https://www.shadowserver.org/news/accessible-coap-

report-scanning-for-exposed-constrained-application-protocol-

services/

► VARIoT: IoT Traffic Generation Sources. 2019. 

URL: https://www.variot.eu/project-outcomes/iot-traffic/iot-traffic-

generation-sources/

Testbed, Datasets

► VARIoT IoT Legitimate Traffic Testbed: https://variot.telecom-

sudparis.eu

► VARIoT Datasets of IoT Legitimate

Traffic: https://www.data.gouv.fr/fr/datasets/dataset-of-

legitimate-iot-data/

► IoTPot: Honeypot for Revealing IoT Cyber 

Threats: https://sec.ynu.codes/iot
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Tools

► ContainerNet: https://containernet.github.io/

► Scapy: https://scapy.net/

► tcpreplay: https://tcpreplay.appneta.com/

► Tshark: https://tshark.dev
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