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m Fight against counterfeit goods

B 6 partners: ATT, LATA, LAGIS,
GIPSA, LGP2, CERDI

m Print 2D graphical codes (GC) at
the native resolution of printer

patented by ATT
« Not expensive -

e Easy to implement
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B rrinciple of the studied system
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_ Challenges Type Il error
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— accept
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reject
Type | error
C1: Estimate accurately 2 types of error
C2: Binary vs. Grey level observation
C3: Tune P&S to optimize authentication
C4: Can error correcting codes help?

Institut Mines-Télécom Journée de restitution Théses Futur & Ruptures 2015 Mo os-Télécom




B C1: Estimating two types of error
100

m Neyman-Pearson test
*HO: code Is authentic
*H1: code is fake 10~10

m Gaussian approximation is
poor Q —  (IT

— LD Theory
 Imp. Sampling

m Large deviation theory to 10730 -
compute accurately a and 3

1~0h ' ‘ |
m Importance sampling 10~ 10~ 1072 1072
practically check accuracy
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I C2: Binary vs. Grey level observation?

Test
m Binarization m Grey level
e Counting error ¢ Need to know

opponent channel

¢ No need to
know opponent ¢ Better performance

channel
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B C2: Binary vs. Grey level observation?
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B C3: Optimal channel for authentication
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Given q, find a channel to minimize f3 10
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B Optimization in practice

L Use a pattern 9 dots (3x3 matrix) instead of a single dot

There are 512 patents to
tune to optimise

v

Graphical codes
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B C2: Can error correcting codes help?
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B Conclusions

“ Give mathematical models to analyze authentication problem
using GC.

“*Applicable for security problems of physical objects basing on
fingerprinting.
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B Publications

The thesis “Information-theoretic and statistical approaches to the
problem of authentication using graphical codes” was defended on
Dec 18" under the committee

m Reporters:
« M. Jean-Claude Belfiore, Prof. at Telecom ParisTech
« M.Sviatoslav Voloshynovsijiy, Prof. at University Geneve

m Members:
* M.Igor Nikiforov, Prof. at University Technology Troyes
« Mme.Tanya Ignatenko, Dr. at University Tech. of Eindhoven
e M.Yves Delignon, Prof. at Telecom -Lille
« M.Zbigniew Sagan, Engineer at Advanced Track and Trace
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